Purpose -The purpose of this paper is to raise awareness of the importance for library and information services (LIS) to take the responsibility to find a manageable way to regularly monitor Internet censorship in their countries, to suggest a framework for such monitoring and to encourage manageable on-going small scale research projects.
noted with growing concern since the advent of the Internet (Ang and Nadarajan, 1996; Byfield, 2011; Clyde, 1997; Stuart, 2002) -partially due to all the things that people are deprived of if there are restrictions on their use of the Internet, communication facilities, etc. This includes access to information on a global scale, opportunities for learning and education, as well as informed-decision making and empowerment.
The purpose of this paper is to raise awareness of the importance for library and information services (LIS) to take the responsibility to find a manageable way to regularly monitor Internet censorship in their countries. Concerns about Internet censorship and its impact on people are widely noted and will be discussed as background to the need for on-going and regular monitoring of Internet censorship. Since this can be a time-consuming and tedious process, especially to note incidents that do not feature prominently in mass media, the paper proposes a framework for regular monitoring to streamline the process. The paper thus addresses the following:  Search strategies  Importance of literature reviews and alerting services  Systematic data mining  Systematic recording of negative and positive trends  Reflection, assessment of needs for concern and suggestions for actions  Libraries raising sensitivity for Internet censorship as well as advocacy and lobbying against Internet censorship  A framework for monitoring Internet censorship that could lead to on-going small scale research
BACKGROUND
The Internet conveys copious prospects for people on a global scale to access all kinds of information and to raise levels of knowledge, decision-making, education, and empowerment of citizens from all levels of society and in all contexts including politics, religion, health, education, and social interaction (Warf, 2011) . Internet censorship can deprive people from these important aspects, and it is argued that with Internet censorship free and open access to information on the Internet is at risk which is a great concern for the open scholarship movement (Burnett and Feamster, 2013) . Therefore various advocacy groups and annual reports on e-censorship try to raise sensitivity for censorship and the impact on society e.g. the Paris-based Reporters Without Borders, the Electronic Frontier Foundation and the Washington DC-based Freedom House (Al-Saqaf, 2010) as well as the IFLA World Report (Bothma, 2010a and b) , and the IFLA FAIFE reports (Bitso, Fourie and Bothma, 2012; Dick, Oyieke and Bothma, 2012) . Access Denied the Practice and Policy of Global Internet Filtering (Deibert et al., 2008) , Access Controlled the Shaping of Power, Rights, and Rule in Cyberspace (Deibert et al., 2010) and Access Contested Security, Identity; and Resistance in Asian Cyberspace (Deibert et al., 2012) also outline excellent summaries of countries based on research done by OpenNet Initiative.
Internet censorship manifests in many forms such as the blocking of access to websites and social media as well as surveillance affecting a variety of resources such as websites, email and social networking (Bitso, Fourie and Bothma, 2012; Dick, 2012) . It can be pervasive or implied. Although there are many barriers to Internet access that can be interpreted as implied forms of Internet censorship such as lack of access to computers and the Internet, payment for access, and lack of education and skills in using the Internet, this paper will focus only on explicit Internet censorship, and more specifically the role of the state and the role of Internet companies and search engine providers. Although Internet companies and search engine providers may seem to be in positions where they have more power, their involvement are often due to pressure from states to participate in Internet censorship. Governments use legal frameworks to enforce censorship (Deibert et al., 2008) , and some impose mandatory requirements on Internet service providers to prevent their subscribers from accessing overseas content that would be banned locally or they expect search engines to filter search result that contain certain words such as "free Tibet" or to block access to certain websites (Anderson, 2007; Bitso, Fourie & Bothma, 2012; OpenNet Initiative, 2004) .
Role of the state in Internet censorship
States or governments tend to inculcate their traditional restrictions to the Internet based on their historical, cultural, political, religious, constitutional, and moral values (Akdeniz and Altiparmak, 2008) . Traditional as well as Internet censorship enforced by states have often been met with concerns (Al-Saqaf, 2010; Burnett and Feamster, 2013; Cohen, 1997; Dawkins, 2011; Depken II, 2006; Munro, 1979:4; Robotham and Shields, 1982:58; Wagner, 2012; Zuchora-Walske, 2010) .
Internet censorship can also be enforced by other bodies related to the state such as public libraries (Brown and McMenemy, 2013; Jaeger and Yan, 2009; Thompson, 1975) , school libraries (Oboler, 1980) , and in the mass media (Duncan, 2012) .
Censorship is occurring in various countries at varying levels. Some countries such as China and Myanmar have reputations for rigorous Internet censorship directed by political or ideological foci, while it is less obvious and sometimes somewhat disguised in democratic countries such as Finland and Australia with a strong focus on pornography (Bitso, Fourie and Bothma, 2012; Calingaert, 2010; Feng and Guo, 2013; Wagner, 2012; Warf, 2011) . The United Kingdom and the United States are especially noted for concerns about the impact of their surveillance policies (Bitso, Fourie and Bothma, 2012) . Censored content varies widely based on country, culture and context, and may range from political opposition to child pornography, gambling and dissident content (Al-Saqaf, 2010) . Gorman (2005) reports on censorship in China, Ang and Nadarajan (1996) (Deibert et al., 2010) and Access Contested: Security, Identity; and Resistance in Asian Cyberspace (Deibert et al., 2012) that give a picture of global censorship. An informative study at global level covering various countries was also reported by Electronic Frontiers Australia (2002).
Dimensions of Internet censorship include distributed denial-of-service (DDoS) attacks, surveillance at key points of the Internet's infrastructure, take-down notices, stringent terms of usage policies, and national information shaping strategies (Deibert et al., 2010) . Measures of control also include Internet curfews (i.e. the Internet is down for a few hours) and Internet blackouts (i.e. when there is no Internet access for up to several days) (Bitso, Fourie and Bothma, 2012) . More recently a study by Warf (2011) offers a comprehensive review of Internet censorship, while trends in selected countries are reported in some detail by Bitso, Fourie and Bothma (2012) and Dick, Oyieke and Bothma (2012) .
Internet companies and search engine providers
There is evidence that Internet companies such as Google, Yahoo, Microsoft and Cisco are assisting states such as China with Internet censorship (BBC, 2013; Bitso, Fourie and Bothma, 2012; Cohen and York, 2011; Dann and Haddow, 2007; Dewey, 2013; en.greatfire.org, 2013; Miller, 2013) . Bitso, Fourie and Bothma (2012) also report on the monitoring of email through search engines such as Yahoomail, Gmail, and government requirements for Internet cafés and Internet service providers to report on their customers' details and Internet use. MaKinnon (2009) also report on the involvement of companies and search engines in Internet censorship in China.
The publications noted in Section 2 and more specifically reports by IFLA-FAIFE (Bothma, 2007 , as well as earlier reports in this series (http://www.ifla.org/publications/iflafaife-worldreport-series)), the IFLA World Report (Bothma, 2010a) , Bitso, Fourie and Bothma (2012) and Dick, Oyieke and Bothma (2012) (Wyatt, 2006) and filtering in libraries (Brown and McMenemy, 2013) . This should change to a more proactive role -as reflected in the following sections.
SEARCH STRATEGIES
A search strategy includes the search terms, combination of search terms and the selection of information resources to be searched. Literature searches can reflect the status quo of reports on a specific country and can help with the identification of censorship trends to monitor, as well as with the identification of search terms for trends or censorship practices. Keywords that can be used as search terms include e-censorship, cyber censorship, Net censorship and Internet censorship, combined with the name of a country. Once trends, incidents, and methods of restrictions and enforcement have been identified these can be combined with the country name to further expand search strategies. Examples of such search terms and phrases include "deep packet inspection", "control at cybercafés", "monitoring software", "web-filtering software", "email interceptions", "website blocking", "denial-of-service", "Internet privacy", "circumvention software" and "web proxy software".
IMPORTANCE OF LITERATURE REVIEWS AND ALERTING SERVICES
A review by Bitso, Fourie and Bothma (2012) revealed that there is a considerable difference between the number of publications on Internet censorship appearing in the early years of the Internet and more recent publications (2008-2011) with early days' output being more prolific. More recently, 2012-2013, literature focuses more on political determinants of Internet censorship (Meserve and Pemstein, 2012) , and on approaches to content restriction (Oh and Aukerman, 2013) , circumvention technology (Maitland, Thomas III and Tchouakea, 2012) and also the filtering products for censorship (Dalek et al., 2013) . The literature also focuses on a number of countries; countries known for stringent Internet censorship features more frequently such as China (Dong, 2012; Feng and Guo, 2013) , Vietnam, and Pakistan (Nabi, 2013) .
The situation in a country may change at any time, and sometimes incidents of censorship may go unnoticed if not monitored. Bitso, Fourie and Bothma (2012) e.g. noted that the list of websites blocked in Finland is not publicly available and even websites speaking out against the blocking of pornography have been blocked. In Australia the blocking of websites on euthanasia has been reported. Apart from once-off literature reviews regular monitoring through the use of alerting services e.g. as search profiles against databases such as the databases searched in preparation of this article, as well as search engine alerts e.g. Google Alert (http://www.google.com/alerts), Yahoo Alert (http://alerts.yahoo.com/) and Giga Alert (http://www.gigaalert.com/) is thus necessary.
The use of alerting services, also referred to as current awareness services, have been discussed over many years by library and information services (Kemp, 1979) . More recently Fourie (2003 Fourie ( , 2006 explores the use of these for librarians. Alerting services aimed at Internet censorship should cover the following:  Saved search strategies on databases relevant to Library and Information Science (e.g. LISA).  Saved search strategies on local databases covering local books and journals, as well as newspaper clippings.  Saved search strategies on global as well as local search engines.  Search terms relevant to Internet censorship as well as trends (e.g. Halaal Internet censorship), means and tools for monitoring, as well as for countering Internet censorship such as the use of Herdict (Anonymous, 2009 ) that encourages Internet users to report blocked websites. Personal information management using free software such as Mendeley can add further value in recording references, publications and ideas (Fourie, 2011) . This needs to be supplemented by systematic data mining.
SYSTEMATIC DATA MINING
Although literature reviews are important in revealing trends, search terms and resources to consider, the Internet is the main resource to monitor country-specific incidents of Internet censorship and expressions of concern on what is happening in a country. The OpenNet Initiative maintains an annually updated list in which countries are categorised as "enemies of the Internet". Bitso, Fourie and Bothma (2012) used systematic data mining, according to the following categories of information resources to report on trends in selected countries:  meta sites and directories  search tools specialising in news such as news search engines, conventional search engines specialising in news, news services, news hubs and newspapers  expert monitoring sites. (More detail is provided in Appendix A.) Not all web information resources used for mining are of equal value, websites can be down, and there may be considerable duplication or irrelevant information. It is, however, worthwhile to cast a wide net and to work through a number of pages for each web resource searched. The study by Bitso, Fourie and Bothma (2012) followed a basic, pragmatic approach to data mining. Future work, however, need to refine the strategies followed in line with practices reported on other projects using data mining such as Pan (2013) on service satisfaction in the tourism industry, Chen and Liu (2004) on the value of data mining to Information Science and Kovacevic, Devedzic and Pocajt (2010) on the improvement of digital library services. Problematic issues noted were the impact of geographic context sensitivity and the difficulty in verifying reported incidents of Internet censorship. Fourie, Bitso and Bothma (2012) dealt with the latter by reporting the source for noting the incident. Many incidents may, however, go unnoticed depending on the spectrum of sources used for data mining.
Geographic context sensitivity when searching
Search engines such as Google try to increase the relevance of search results (inter alia) based on "the country of origin of the user and the country-specific version of Google" (Bergenholtz and Bothma, 2011:56 Fighters only appearing considerably lower down. The implication therefore is that Google assumes that South Africans will predominantly be interested in the South African political party and people in Europe not, i.e. that "a user from South Africa would find results from websites in South Africa on average more relevant than websites from, say, Denmark or Spain" (Bergenholtz and Bothma, 2011:56) . In addition, the South African version of Google offers multiple language interfaces for Google, inter alia English, Afrikaans and seSotho. Interestingly the results for these three interfaces also differ: in the Afrikaans and English versions, the first results are fairly similar (but not identical), but in the seSotho version, the first link is to the Electronic Frontier Foundation website followed by a totally differently ordered set of links to the political party, the Electronic Frontier Foundation and various other interpretations of the abbreviation. A language-specific search for Afrikaans articles only on EFF reveals that there are many articles written in Afrikaans; the first Afrikaans article with the Afrikaans interface, however, only appears as reference twelve, the second as reference 21 and no further Afrikaans article appears under the first 100 hits. Different language interfaces of Google.co.za therefore offer different results to the user, but these results are not oriented to language-specific results.
From this simple example, it is evident that a Google search does not always present the same results to the user. The results can differ substantially based on the version of Google used and, in the South African situation, even on the language interface chosen. (This would also apply to other countries where searching in multiple languages are supported e.g. www.google.be for Belgium.) Users of Google are typically not aware of this and they should be made aware of the fact that Google varies the results based on what the search engine perceives as the possible relevance for the user. Google therefore makes assumptions about its users that may not necessarily be valid and may skew the information presented to the users.
SYSTEMATIC RECORDING OF TRENDS AND REFLECTION ON IMPLICATIONS
Bitso, Fourie and Bothma (2012) The table in Appendix B presents a systematic way of recording findings based on positive and negative trends as noted by Bitso, Fourie and Bothma (2012) . These should be supplemented as new trends and details are noted.
Merely reporting trends is not sufficient; it needs to be supplemented by reflection on the implication of each trend, its potential impact, and needs for concern. Furthermore, steps need to be initiated to generate ideas on solutions. For the latter, a good idea would be to go back to the literature and read on initiatives by other countries (Bitso, Fourie and Bothma, 2012; Burnett and Feamster, 2013) . The study by Al-Saqaf (2010) also report on means to counteract Internet censorship.
FRAMEWORK FOR MANAGEBALE REGULAR MONITORING AND SMALL SCALE RESEARCH
Considering Internet censorship and the impact thereof especially on the Open Access movement, Burnett and Feamster (2013) raise crucial arguments that Internet users need an independent, third-party service that helps them determine whether their Internet service provider is restricting access to content or specific protocols. Moreover, citizens need a system that continually monitors the extent of censorship and manipulation in countries around the world; they should be in a position to evaluate the efficacy of various technologies that attempt to circumvent censorship in real-world settings. In view of these arguments, the authors draw from Fourie and Bakker (2013) who suggest a manageable research life cycle for small scale research by library and information service practitioners, which might eventually develop into action research. Although their model was developed from oncological contexts and cancer library services, it can be considered for adaptation for the purposes of monitoring Internet censorship after an empirical verification. The adapted model is presented in figure 1. It suggests:  A review of the subject literature to reveal terminology, trends and also sources that can be searched. New terminology e.g. on means to enforce Internet censorship or countering methods need to be recorded.  Setting up alerts to monitor databases and searches for new trends as well as reported incidents.  Compiling a list of Internet sources for data mining. With each round of monitoring lists need to be revised and supplemented; countries might also share such lists.  Systematically recording incidents of Internet censorship.  Reflection on implications, reasons for concern and suggestions for further actions.  Sharing findings with the LIS community and wider society. This can be aligned with the need for advocacy and lobbying against Internet censorship and for the role of libraries and information services. The literature on advocacy and lobbying regarding Internet censorship needs to be expanded. Dankowski (2013) explains how social media can be used in promoting advocacy; this line of action might also work for advocacy against Internet censorship.  Raising sensitivity in the LIS community for Internet censorship, and the need for advocacy and lobbying.
If repeated at regular intervals e.g. annually or bi-annually and if aligned with efforts to consider the value of the methods used, advocacy or lobbying or other initiatives initiated, this might lead to a series of regular manageable, small scale research projects. 
CONCLUSION
Internet censorship holds serious implications for society. In some countries it is extremely stringent in terms of blocking and preventing access, and in others surveillance methods in monitoring communication and access to resources, and the type of resources blocked (e.g. euthanasia) raise concern. Country-specific tolerance for allowing the public to express concerns is also important. Libraries and information services serve the purpose of providing access to information and supporting freedom of speech. Without systematic and regular monitoring, gradual changes in negative trends in Internet censorship can easily go unnoticed and opportunities for timely action missed. Changes in positive trends, and opportunities to promote a positive image of the country in terms of freedom of access to information might also be missed.
The intention of this article was to raise awareness of the importance for library and information services (LIS) to take responsibility to find a manageable way to regularly monitor Internet censorship in their countries and to contribute to awareness of what is happening in their countries, to note success stories of counter-acting Internet censorship, and to work on advocacy and lobbying against Internet censorship. To make this task less time-consuming, tedious and daunting, the article proposes a framework for regular monitoring to streamline the process. It addresses the following: search strategies; the importance of literature reviews and alerting services; systematic data mining; systematic recording of negative and positive trends; reflection, assessment of needs for concern and suggestions for actions; raising sensitivity for advocacy and lobbying against Internet censorship. All of these can result in on-going small scale research projects e.g. on the methods used, improving advocacy and lobbying or assessing the impact of counter actions and initiatives.
